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The world of internet today has become a parallel form of life and living. Public are now 

capable of doing things which were not imaginable few years ago. The Internet is fast 

becoming a way of life for millions of people and also a way of living because of growing 

dependence and reliance of the mankind on these machines. Internet has enabled the use of 

website communication, email and a lot of anytime anywhere IT solutions for the betterment 

of human kind. Cyber crime is emerging as a serious threat. Worldwide governments, 

police departments and intelligence units have started to react. Initiatives to curb cross 

border cyber threats are taking shape. Indian police has initiated special cyber cells across 

the country and have started educating the personnel. This article is an attempt to provide a 

glimpse on cyber crime in society. 
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Introduction:- 

Cyber crime is defined as crimes committed on the internet using the computer as either a tool or 

a targeted victim.Crime remains elusive and ever strives to hide. Itself in the face of 

development. Different nations have adopted different stages to contend with crime depending 

nature and extent. One thing is certain, it is than a nation with high incidence of crime cannot 

grow or develop. That is so because crime is the direct opposite of development.  It leaves a 

negative social and economic consequence.  Cyber crime is defined as crimes committed on the 

internet using the computer as either a tool or a targeted victim. It is very difficult to classify 

crime in general into distinct groups as many crimes evolve on a daily base. Even in the real 

world. Crime like rape murder or theft need not necessarily be separate. However all side involve 

both the computer and the person behind it as victims, it just depends on which of the two it the 

main target. Hence the computer will be Look At as either a target or tool for simplicity sake. For 

example hacking involves tracking the computers information another resource. It is important to 

take note that overlapping occurs in many cases and it is impossible to have a perfect 

classification system. The term cyber crime is a misnomer. This term has nowhere been defined 

in any statute act passed or enacted buy the Indian Parliament. The concept of Cyber crime is not 
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radically different from the concept of conventional crime. Both include weather act or omission, 

cause breach of rules of law and counterbalanced by the sanction of the state. Before evaluating 

the concept of Cyber crime it is obvious that the concept of conventional crime be discussed and 

the points of similarity and deviance between both these forms may be discussed. 

Cybercrime     

 

Cybercrime is the latest and perhaps the most complicated problem in the cyber world. 

Cybercrime may be said to be those species of which, genus is the conventional crime and where 

either the computer is an object or subject of the conduct constituting crime. Any criminal 

activities that use a computer either as an instrumentality, target or means for perpetuating 

further crimes comes within the ambit of cyber crime, A generalized definition of cyber crime 

may be  unlawful acts  wherein the computer is either a tool or target or both, the computer may 

be used as a tool in the following kinds of activity financial crimes, sale of illegal articles 

pornography, online gambling intellectual property crime, email spoofing,  forgery,  crime 

defamation cyber stalking.  The computer may however be target for unlawful acts in the 

following cases unauthorized cases two computer compute computer network theft of 

information contained in the electronic form email bombing, data dialing, salami attacks, logic 

bombs, Trojan attacks,  internet time theft, Web jacking,  theft of computer system physically 

damaging computer system.  

 

Reasons for Cyber Crime 

The computers work on operating systems and these operating systems in turn are composed of 

millions of codes. Human mind is fallible and it is not possible and it is not possible that there 

might not be a lapse at any stage "The Concept of Law” has said 'human beings are vulnerable so 

rule of law is required to protect them '. 

Applying this to the cyberspace we may say that computers are vulnerable so rule of law is 

required to protect and safeguard them against cyber crime.  

The reasons for the vulnerability of computers may be said to be:  

1. Capacity to store data in comparatively small space: The computer has unique characteristic of 

storing data in a very small space. This affords to remove or derive information either through 

physical or virtual medium makes it much easier. 

2. Easy to access: The problem encountered in guarding a computer system from unauthorized 

access is that there is every possibility of breach not due to human error but due to the complex 

technology. By secretly implanted logic bomb, key loggers that can steal access codes advanced 

voice recorders; retina imagers etc. that can fool biometric systems and bypass firewalls can be 
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utilized to get past many a security system. 

3. The cyber criminals take advantage of these lacunas and penetrate into the computer system. 

4. Negligence: Negligence is very closely connected with human conduct. It is therefore very 

probable that while protecting the computer system there might beany negligence, which in turn 

provides a cyber criminal to gain access and control over the computer system. 

5. Loss of evidence: Loss of evidence is a very common & obvious problem as all the data are 

routinely destroyed. Further collection of data outside the territorial extent also paralyses this 

system of crime investigation. 

 

Teacher's role to prevent cyber crime 

 

 

Character education is very important to prevent any type of crime in the society. Personality 

development of student should be given preference in comparison to Rote learning. Students 

should be guided about the following points regarding the use of internet: 

 

1. Do not give out personal information in chat room, social website, blogs etc 

 

2. Do not tell anyone even our best friends your passwords.  

 

3. If they receive any means all threatening message in the chat room. Text or email does not 

ever respond. Do not delete the message save it and talk to an adult they might need the message 

to use as evidence against the person who send it.  

 

4. Suffer in Silence. They are being bullied then they should tell their parents. If they do not feel 

to talk to them then tell a teacher or an adult that you trust. You must not keep it to yourself. 

Because if you do the bully has got exactly what they want.  

 

5. They should be made aware about cyber bullying and that it is a punishable offence as per 

cyber law.  

 

The world of internet today has become a parallel form of life and living. Public are now capable 

of doing things which were not imaginable few years ago. The Internet is fast becoming a way of 

life for millions of people and also a way of living because of growing dependence and reliance 

of the mankind on these machines. Internet has enabled the use of website communication, email 

and a lot of anytime anywhere IT solutions for the betterment of human kind. Cyber crime is 

emerging as a serious threat. Worldwide governments, police departments and intelligence units 
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have started to react. Initiatives to curb cross border cyber threats are taking shape. Indian police 

has initiated special cyber cells across the country and have started educating the personnel. This 

article is an attempt to provide a glimpse on cyber crime in society. 

 

Conclusions 

 

Capacity of human mind is unfathomable. It is not possible to eliminate cybercrime from the 

cyber space. It is quite possible check them. History is the witness that's no legislation how 

succeeded totally eliminating crime from the globe. The only possible step is to make people 

aware of their right and duties to report crime as a collective duty towards the society. And 

further making the application of the law more stringent to check crime.  Undoubtedly the act is 

a historical step in the cyber world. Further all together do not deny that there is a need to bring 

in the information technology act to make it more effective to combat cyber crime. I world 

conclude with a word of  caution  for the pro legislation school that is  should be kept in mind 

that the provisions of the are not made so stringent that it may retard industry and prove to 

be counterproductive.  
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